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 About your speakers
 Foundational overview of government 

contracting compliance
 Ethics risks & challenges unique to the 

government contracting environment
 Risk mitigation
 Discussion
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 Eric Feldman
• Retired from CIA in April 2011 with 32 years of federal 

service
• Government Accountability Office
• Department of Defense
• CIA/National Reconnaissance Office IG
• Senior Advisor for Procurement Integrity

 Cherie Raven
• Ethics Resource Center
• ITT Corporation 
• BAE Systems
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 Increased competitive environment
• Everyone bidding on everything
• Increases uncertainty
• Spreads limited management resources even thinner
• Perceived pressure to gain competitive edge

 Constant downward pressure on price
• Customers unwilling to pay for management / supervision

 Mobilization of entire organization to impact the bottom line
• Including Inspectors General

Potentially dangerous mix of desperation in the face of risk
or Opportunity to distinguish ourselves ???

5June 2012 BAE Systems Proprietary - Not for dissemination outside BAE Systems Intelligence & Security without review by originator

 Increased competition for the best and the brightest

 Increased expectations of financial and non-financial benefits
• Compensation, healthcare, retirement, etc.
• Work-life balance, flexibility
• Company reputation
• Communication, relationship with management

 Lowest levels of observed misconduct*

 Increased willingness to report concerns* 

 Increased perception of retaliation*
• Being snubbed by colleagues

• Employment action

• Harm to person or property
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Perceived 
Retaliation*

The Impact of Perceptions of Ethics has Never Been Greater

*Source: 2011 National Business Ethics Survey
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PROCUREMENT:
 Federal Acquisition Register (FAR) & DFAR

• Seven minimum standards: Contractor Code of Business 
Ethics and Conduct Clause

• Mandatory Disclosure Rule

 Truth in Negotiations Act (TINA)
 Procurement Integrity
 Organizational Conflicts of Interest (OCI)
 Influencing government actions
 Selling commercial items

7

CONTRACT PEFORMANCE:
 Cost allowability
 Cost accounting
 Time charging
 Progress payments
 Product substitution
 Suspension and Debarment

8
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 Government contractors must now establish
standards and procedures to
• Facilitate timely discovery of improper conduct in

connection with government contracts
• Ensure that corrective measures are promptly instituted and

carried out should a problem exist

 Seven minimum standards that the contractor’s
internal control system must meet
• Effectively shifts risk from the government to the contractor

9

1. Level of Responsibility for Program
2. Due Diligence in Hiring / Promotions
3. Independent Assessments of Controls / Ethics

Program
4. Anonymous Reporting Mechanisms
5. Disciplinary Action for Misconduct AND Due

Diligence Activities
6. Mandatory Disclosure: “Transparency”
7. Full Cooperation with Government

10
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 FAR Subpart 9.104-1 now directs that a contractor’s
record of integrity and business ethics be a required
element for the government to determine that a
prospective contractor is a “responsible party.”

 Ethics and Compliance becoming a distinguishing
factor in source selection, particularly in an
increasingly competitive budget environment

 New FAR provisions specifically identify suspension
and debarment as the remedy for a contractor’s
“failure to timely disclose” fraud or other illegal
activities under the mandatory reporting provisions.

11

Published:  Federal Register 73 FR 67064  
(November 12, 2008)

Effective Date: December 12, 2008

All federal contractors are required by law to disclose
to inspectors general credible evidence of a violation
of federal criminal law involving fraud, conflict of
interest, bribery, or gratuity violations, or a violation
of the civil False Claims Act, where such evidence
arises in connection with a federal contract

12
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 Applies to contracts / subcontracts / modifications >$500,000

 Requires contractors to submit "cost or pricing data"
• Defined as all facts that prudent buyers and sellers would reasonably expect

to affect price negotiations significantly

 Allows the contracting officer (CO) to ascertain the reasonableness of
the offered prices

 Contractors must certify that the data are accurate, current, and
complete

 Violations result in the contract price being reduced accordingly

 Exempts a contract of any dollar amount where:
• the price agreed upon is based on adequate price competition
• the price is set by law or regulation
• the agency is acquiring a "commercial item”

13

Four basic provisions: 
1. A ban on disclosing procurement information
2. A ban on obtaining procurement information
3. A requirement for procurement officers to report

employment contacts by or with a competing
contractor

4. A 1-year ban for certain personnel on accepting
compensation from the contractor

14
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A conflict that arises because of activities or relationships
with other persons [companies / Government organizations]
that:

 Renders a person / company unable or potentially
unable to render impartial assistance or advice to the
Government

 Impairs or may impair the person / company’s
objectivity in performing the contract work

 Creates an unfair competitive advantage (Ref. FAR
9.501)

 Examples: SETA Contracts / Hardware
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 July 2008 GAO report: DCAA failed to comply with
government auditing standards
• Too lenient on contractors
• Insufficient independence from contractors
• Production-oriented culture

 Flurry of DCAA Actions
• Controls no longer deficient “in part” (Pass/Fail)
• Questioned Costs not required to report significant deficiency in

controls
• Fraud or irregularities can now be reported directly to cognizant

investigators without Branch review
• Contracting Officers can be reported directly to the IG if they

fail to act on DCAA recommendations or give contractor
“excessive profit”

16
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 Audits of the contractor code of business ethics 
and conduct

• Auditors must perform procedures to address the
requirements of the new compliance regulations during
audits of a contractor’s control environment and
accounting system controls. The audit program requires
that the DCAA obtain and review copies of the
contractor’s internal / external audit reports performed as
part of the internal control system.
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Hiring rules
 Affirmative Action Plans (AAPs)
 Hiring Former Government Employees (Revolving Door)

Ethics rules
 Gifts & hospitality rules
 Personal Conflicts of Interest (COI)

Security 
 National Industrial Security Program Operating Manual 

(NISPOM)
 Additional standards beyond DOD
 IT security and social media use
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International Business
 Export (ITAR, EAR)
 Anti-boycott provisions

Suspension and Debarment
 Designed to protect the taxpayer
 Not supposed to be punitive
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FCPA/UK Bribery Act
 Defense and Aerospace Industries targeted by

FBI/DOJ

Third-Party Due Diligence
 FAR creates accountability
 Proactive measures required

20
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 Generally not provided or accepted
 Limited exceptions:

• Promotional items of less than nominal value
• Refreshments during meetings

 Coffee, soda, juice, water
 $20 / $50 rule (boxed lunches often run closer to $10)

 Light hors d’oeuvres for evening events (should not amount to a
meal)

 Provide a basket for government employees to cover their
own costs

• Prior relationships, i.e., spouse or long-time friend
employed by customer

21

 Conflicts are complicated! When in doubt, ask
• Simple disclosure resolves many conflicts

 A few areas to consider
• Outside employment

 Employees holding second jobs with customers,
competitors or subcontractors, suppliers, vendors, etc.

• Family interests
• External investments or directorships

22
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 Personal Relationships include:
• Familial relationships
• Relationships between partners

 Marriage, civil partnerships, cohabitating, etc.

• Other relationships of an intimate nature

 At Work includes:
• Two employees
• Employee and contractor or supplier
• Employee and customer
• Employee and competitor

23

 Widespread use by younger employees
 Risks of unintentional distribution of proprietary

data/proposal information
 Company policy and training a must
 Common restrictions

• Anything misleading, untrue, disrespectful or
unprofessional

• Confidential, proprietary or non-public information
• Personally identifiable information about individuals

 Company monitoring?

24
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Timecards, IT Usage & Competitive Intel

Time charging
• Accurate completion of timesheets
• Approver certifications on completeness and accuracy

Appropriate Use of IT Resources
• IT network usage tracked and monitored

• Company network and devices
• Customer networks and devices

Competitive Intelligence
• Clear company commitment not to use competitor or customer proprietary

information inappropriately
• Encourage employees to ask questions

25

 Increased Government Scrutiny
 False Claims
 Procurement Integrity Act Violations
 FAR Violations
 Mandatory Disclosures
 Regulatory Violations
 Quality Control
 FCPA

26
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WASHINGTON — The Obama administration, under pressure from Congress to weed out government suppliers for 
ethics violations or poor performance, has proposed to ban almost as many contractors this year as President 
George W. Bush did in his entire second term.
Federal agencies have proposed blocking 1,006 companies and individuals from contracting so far this year, as 
well as asking a judge to ban a unit of food-processing giant Cargill Inc. of Minneapolis, in a process known as 
debarment. That is 16 percent more than the 868 contractors that government agencies proposed to block in all 
of 2010, and only 70 fewer than the 1,076 contractors that US agencies sought to debar under Bush from 2005 to 
2008, according to data provided by the General Services Administration.
Federal agencies are under pressure after a series of congressional hearings and reports from inspectors general 
and the Government Accountability Office faulted procurement officials for failing to keep unqualified or ineligible 
vendors out of the $500 billion-a-year federal market. “We are starting to see the pendulum swing to more 
contractor accountability, but government needs to do a lot more to ensure it only works with responsible 
contractors and thereby protects the public,’’ said Scott Amey, general counsel for the Project on Government 
Oversight, a nonprofit watchdog group.
The proposed debarments appear to be the most since at least 1997, the earliest year comparable data were 
available, and may be a record, said Meredith Whitehead, a project manager with the General Services 
Administration, which oversees the online database used to track contractors barred from winning government 
work. Federal spending on contracts for goods and services has more than doubled since 2000, to $534 billion in 
the fiscal year ended Sept. 30, 2010, from $213 billion in the fiscal year ended Sept. 30, 2000.
Some contractor advocates say the government may be too aggressive in pursuing debarment in some cases, 
since even proposing a company for debarment means it will not be able to win new contracts until the situation 
is resolved.  “The use of suspensions and debarments is getting increasingly hostile,’’ said Stan Soloway, 
president of the Professional Services Council, a trade association of government contractors based in Arlington, 
Va.
Moira Mack, a White House Office of Management and Budget spokeswoman, said the agency provides due 
process to all contractors facing suspension or debarment. “For too long, the government failed to use 
suspension and debarment, even in the face of egregious conduct by contractors,’’ Mack said in an e-mailed 
statement. “That’s why this administration has been pushing for tougher oversight of contractors, and we’ve seen 
results.’’
Contractors can be proposed for debarment for poor performance as well as a variety of ethical issues, including 
overbilling or falsely claiming a company is owned by a disabled veteran in order to win special awards. In some 
cases, debarment is automatic… http://articles.sfgate.com/2011-12-28/news/30563964_1_contractors-
debarment-federal-agencies

Federal agencies have proposed blocking 1,006 
companies and individuals from contracting so far this 
year. . . That is 16% more than . . .in all of 2010.

Federal agencies are under pressure . . .for failing to 
keep unqualified or ineligible vendors out of the $500 
billion-a-year federal market. 

US Agencies Want 1,000-plus Contractors Barred
By Kathleen Miller Bloomberg News,  December 28, 2011
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 Primes held accountable for actions of subs and
suppliers

 Violations of arcane regulations can put Prime
at risk of suspension or debarment

 Contractor/vendor due diligence should be
documented

 Ethics and business conduct history critical
 Preferred Supplier Programs

28
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 OCI firewalls, or even divestiture
 Periodic, independent assessments

• Internal Controls
• Ethics and Compliance Programs

 Suspension and Debarment
• Alternative Resolutions
• Administrative Settlements
• Corporate Integrity Agreements
• Independent Compliance Monitoring

29

 Part of Comprehensive Remedial Program
 Improve Practices / Internal Controls
 Demonstrate Corrective Actions and

Due Diligence
 Strengthen Ethics and Compliance Programs

30
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 Ethics and Compliance Officer
• Independence
• Authority
• Both values-based and compliance focused

 Leadership Commitment and Tone at the Top
• Visible
• Constant
• Participatory

 Code of Conduct
• Useable, not shelfware
• Company and employee responsibilities
• Employee acknowledgement/affirmative duty to report

31

 Training
• New hires
• Live and CBT
• Scenario-based
• Cascading
• Tests of comprehension

 Anonymous Reporting
• Hotline: Phone and e-mail
• Trend analysis / feedback
• Expert contractors abound

 Subcontractor Flowdown / Due Diligence
• Terms of reference
• Validation
• Extension of Resources

32
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Necessary skill sets and perspectives of a GC / CECO 
are different

 Recent case studies reveal government perspective: 
Tenet, Pfizer, Wellcare

General Counsel Chief Ethics & Compliance 
Officer

Settle issues involving unethical 
behavior internally to decrease 
risk to the organization

Broad dissemination of ethics 
issues crucial to teaching, 
prevention, communication of 
leadership resolve

34
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 Role Modeling 
Through Visible 
Action

 Rewards and 
Discipline

 Proactive 
communication 
about ethics and 
values

 Traits
• Integrity
• Honesty
• Trustworthiness

 Behaviors
• Do the Right Thing
• Concern for People
• Personal Morality

 Decision-Making
• Hold to Values
• Objective/Fair
• Concern for Society
• Follow Ethical Decision-

Making Model

Ethical Person Ethical Manager

*Source: “Moral Person and Moral Manager: How Executives Develop a Reputation for 
Ethical Leadership” California Management Review vol. 42, No. 4.
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Eric R. Feldman
Core Integrity Group, LLC

1732 Aviation Blvd. Suite 421
Redondo Beach, CA  90277

(540) 226-3070
eric@coreintegritygroup.com

Cherie Raven
BAE Systems

4075 Wilson Blvd. 9th floor
Arlington, VA 22203

(703) 896-0847
cheryl.raven@baesystems.com
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BACK-UP SLIDES

39

“Lie, Cheat and Steal: High School Ethics Surveyed”*

78% of high school students surveyed reported cheating.

64% of students cheated on a test in the past year and 38% did so two or more
times, up from 60% and 35% in a 2006 survey.

60 years ago, only 20% of college students admitted to having cheated while in
high school; today, only 22% report they did NOT cheat.

Serious implications for the workforce (both government and industry).

•Ethical values can't be assumed

•Entry-level training requirements

•Different approaches for Gen X and Gen Y 

*Source:   Josephson Institute 2008 Study
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“Did you Cheat to Get Into Graduate School?”*

YES!!

Liberal Arts 43%
Education 52%
Law/Medicine 63%
Business 75%

*Source:  Rutgers University Survey of Students

41

Graduate School Cheating
MBA: 56%

Engineering: 54%
Education: 48%

Law: 45%

*Source:  Rutgers University Survey of Students
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Why Do They Cheat?

 Students in the Rutgers Study rationalized their
cheating:
• Too many pressures.
• Desire to please parents and professors.
• Intense competition for jobs. 
• Everyone is doing it.
• Disinterested in required classes.
• Professors don’t care about students.

It’s the “way of the world”; getting others to do my 
work is a skill I will need in business

43

Graduating MBAs

• 76% were willing to understate expenses that cut
into their companies’ profits.

• Convicts in 11 minimum security prisons had
higher scores on an ethical dilemma exam than
MBAs.

*Source:  Rutgers University Survey of Students
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 Other Studies of Note:
• U.S. News and World Report: 

 80% of “high achieving high school students admitted to cheating;
51% did not believe cheating was “wrong”

 75% of college students admitted to cheating, and 90% didn’t
believe cheaters would be caught

 85% of college students said cheating was necessary to get ahead

• Center for Academic Integrity:
 44% of college faculty were aware of student cheating in their

course, but never reported a student to campus authorities

 Serious test cheating on campuses with honor codes is typically
1/3 to ½ lower than the level on campuses without honor codes

45

 Mistrust of “Corporate America” is at an all-time high; according to the 2009 Edelman Trust
Barometer, public trust in U.S. business stands at 38%, down from 58%.

 The Committee on Oversight and Government Reform identified 187 contracts valued at $1.1
trillion that have been plagued by waste, fraud, abuse, or mismanagement over the last six years.

 The Justice Department has made corporate fraud and misconduct a national priority.

 According to the Ethics Resource Center, misconduct in the workplace rises as much as 11%
when financial or economic turmoil rocks an organization. Employees, supervisors and
managers all feel extra pressure to meet goals and may cut corners.

 PricewaterhouseCoopers Advisory Group reports that breakdowns in companies’ internal
controls occur most often in (1) operations that are soon to be discontinued, and (2) units that are
subject to severe cost cutting pressure.

 Deloitte Financial Advisory Services survey found that 63% of executives expect accounting
fraud to increase during the next two years because of the recession.

46



9/20/2012

24

 US Attorney’s Manual Section 9-28.000 requires
federal prosecutors to consider nine charging
factors in addition to general charging policies and
resource allocation issues:

 Compliance Related Factors:
• Pervasiveness of the corporate wrongdoing
• Existence and effectiveness of the corporation’s pre-

existing compliance program
• The corporation’s remedial actions

47

 Benchmark for companies attempting to develop an
effective ethics and compliance program

 Used by prosecutors in making charging decisions
and trying to decide on an appropriate fine

 DOJ instructs prosecutors to look at the guidelines
to determine what constitutes an effective
compliance program for purposes of the three
factors contained in the US Attorney’s Manual, and
to decide whether to file criminal charges, decline
prosecution, or enter into a deferred or non-
prosecution agreement

48
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 2004 Amendments: Seven Hallmarks of an
Effective Ethics and Compliance Program
1. Compliance Standards and Procedures
2. Accountability and Oversight at the Top
3. Due Diligence in Selecting Ethics and Compliance Staff
4. Adequate Training and Communication
5. Robust Monitoring and Auditing
6. Effective Incentives and Discipline
7. Prompt and Reasonable Response to Criminal Conduct

“Promote an Organizational Culture that Encourages 
Ethical Conduct and a Commitment to Compliance”

49

2010 Amendments:
 Reaffirmed the importance of Ethics and

Compliance
 Higher standards and effort required
 Greater likelihood of credit
 New Application Note 6, organization should:

• Respond appropriately to criminal conduct (restitution,
self-reporting, cooperation)

• Act appropriately to prevent further similar criminal
conduct (assess / modify C&E program, use of outside
advisors recommended)

50
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 Organizations can now receive credit for an effective
ethics and compliance program, even when the
organization’s high level personnel are involved, if
the following criteria are met:
• The detection of the offense by the company’s ethics and

compliance program occurred PRIOR to external discovery
• The offense was promptly reported to the government
• The operational ethics and compliance personnel were NOT

involved in the offense
• Those with operational responsibility for the ethics and

compliance program have “direct reporting obligations” to the
Board of Directors or its designated committee

51

 Section 922 of the Dodd-Frank Wall Street Reform
and Consumer Protection Act (Dodd-Frank Act):
• Created awards of 10–30 percent of monetary sanctions for

whistleblowers who report to the Securities and Exchange
Commission (SEC) original information leading to securities
law enforcement actions that recover more than $1 million

• These rewards are expected to increase the number of
allegations that organizations will be expected to investigate.
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 According to The Wall Street Journal , the SEC is
getting at least one whistleblower bounty-seeker
FCPA tip per day since the Dodd-Frank provisions
went into effect

 Dodd-Frank covers both public and private
companies in ALL INDUSTRIES, not just the
financial sector

 SEC looking for securities laws violations,
including insider trading, FCPA, and any type of
accounting fraud

53

 The combination of the Dodd-Frank Act and the
amendments to the Organizational Sentencing
Guidelines create a strong incentive for change

 Companies need to
• Drive performance of the internal whistleblower system as high as

is feasible to encourage reports to be made internally
• Develop incentives for employee reporting
• Create an corporate culture that rewards, rather than retaliates

against whistleblowers
• Alter, as necessary, the reporting lines for the head of the

compliance and ethics program
• Formalize annual assessments of the compliance and ethics

program (including its whistleblower system) with a report to the
board or audit committee
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 What is Ethical Culture?
• How things are “really done around here”.

 Ethics Resource Center (ERC) identifies the ethical
culture of an organization as the primary
determining factor on whether misconduct will take
place.

 ERC and other studies identify leadership
commitment and tone at the top as the key driver of
an organization’s ethical culture.

55

 Individuals and companies at the heart of economic and
financial meltdown often obeyed the letter of the law, not the
spirit
• AIG/Lehman Bros/Goldman actions unethical, not necessarily illegal
• Many companies choose not to go beyond the minimal code of ethics

provisions of Sarbanes-Oxley
• Ethics developments in industry have been largely rules-based

• Less emphasis on values than on statutory requirements (law as the
ceiling, rather than floor of corporate behavior

• Ethics and Compliance Officer titles often interchangeable; often
managed by or through the Legal Department

• Training focused on legal obligations versus ethical decision-making

Government Contracting Officials and Prosecutors 
Looking for Values-Based Programs that Promote a 

Corporate Ethical Culture
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Ten Important Considerations in Building an Ethical 
Culture

1. Relationship between ethics and performance
• Cost of preventing a scandal is exponentially lower than the costs of

fixing ethical problems.
• Current data indicates that ethical companies are more competitive,

profitable, and sustaining than unethical companies.

2. Ethics training
• The most successful ethics training moves from theory to practice,

and from the conceptual to the real.
• Live case studies can help employees, leadership, and management

solve relevant ethical dilemmas.
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Ten Important Considerations in Building an Ethical 
Culture

3. Recruiting and retaining great talent
• Fortune’s top 100 companies to work for contains a wide variety of

companies with no obvious common denominator (salary, benefits,
career opportunities, profession, location all vary).

• Common factor: trust between employer and employee.
• Ethical behavior can lay the groundwork for attracting and retaining

the best talent.
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Ten Important Considerations in Building an Ethical 
Culture

4. Ethics and Compliance risk assessment
• Each company has its own ethical nightmare, but most face

similar ethical exposures (theft, accounting irregularities,
kickbacks and gratuities, etc.).

• Companies should examine the potential hazards of perverse
incentives (e.g., compensation based 100 percent on
financial goals) and the various unintended consequences of
policies, procedures, or expectations.
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Ten Important Considerations in Building an Ethical 
Culture

5. Being proactive in ethics, culture, and corporate
citizenship
• Leaders need to own and shape the culture as much as any

other management initiative.
• Characteristics of predictable ethical outcomes include

management credibility, upward communication, perceived
organizational support, and teamwork.

• Well-tested diagnostic tools can help measure success in
these areas.
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Ten Important Considerations in Building an Ethical 
Culture

6. Tone at the Top
• What leaders say – or don’t - affects the tone as much as their actions
• Mistrust, cynicism, or indifference can erode loyalty to the

organization and push ethical leaders out the door
• Proactive, visible engagement of senior leadership and the Board is

key

7. Mood in the Middle
• Employees see “leadership” as their supervisor, their local

management of their
• 40% of employees leaving an organization voluntarily do so because

of their supervisor
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Ten Important Considerations in Building an 
Ethical Culture

8. Buzz at the Bottom
• Do employees buy your story? Do they trust management?
• Have you given them reason to?
• (Do you really even know?!)

9. Who is responsible for paying attention to ethical
culture in your organization?
• Do they have the time and can they make it a priority?
• Are they qualified? Do they have the knowledge, skills, resources

and influence?
• How is their value measured? How is their success measured?
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Ten Important Considerations in Building an Ethical 
Culture

10. Express lanes (or Roadblocks) to honest 
conversations
• Informal culture, and bureaucracy can easily trump formal

ethics program mechanisms
• Need to have the mechanisms in place to assess the

current state of play
• …. and the willingness to make changes, when necessary
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“In looking for people to hire, you look for 
three qualities: integrity, intelligence, and 
energy. And if you don’t have the first, the 

other two will kill you.”

-- Warren Buffet, CEO Berkshire Hathaway
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“Apparently, neither Tenet nor Ms. Sulzbach saw any
conflict in her wearing two hats as Tenet’s general counsel
and chief compliance officer. As general counsel, Ms.
Sulzbach zealously defended Tenet against claims of
ethical and legal non-compliance….while as chief
compliance officer, she supposedly ensured compliance by
Tenet’s officers, directors and employees. It doesn’t take a
pig farmer from Iowa to smell the stench of conflict in that
arrangement.”

-- Senator Chuck Grassley, Chair
Senate Finance Committee
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